To,									Date: 22-04-2022
The Officer in Charge,
Cyber Crime Cell,
Sector-53 Police Station,
Gurugram, Haryana, Pin-122002.

Subject: Cyber-Crime Complaint Letter.
Dear Sir/Madam,
I, Kumar Apurva, CEO of Coolboots Media Private Limited, a company registered under the Companies Act 2013, having its registered office at 402, ABC, 4th Floor, Centrum Plaza, Sector 53, Gurugram, writing this complaint to report a cyber-crime that occurred today (22-04-2022) within our organization.  
Some unknown scammer/hackers/offenders used my name “Kumar Apurva” and sent emails to my company’s employees asking them to transfer money to those scammers using my name. Fortunately, no one has transferred any money to them and we have circulated the information to our employees that do not act on any such emails. The screenshots of the fraudulent email are enclosed herewith as Annexure 1.
This is a serious threat and defamation of my name and these offenders can use my name to do any other criminal activity or even outside my organization. 
The email ids they used to send those emails are urgent124@vodafone.de vfshopschlosshoefe@vodafonemail.de 
Please urgently look into this matter and start investigating it as soon as possible and take strict action against those offenders.
Thank you in advance.
Yours Faithfully,
Kumar Apurva,
9999069603
Email: legal@coolbootsmedia.com
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Here is the account details

Acc number :- 045652000000248
IFSC :- YESBODNBOO9

Account holder :- Vikas Gupta

Bank name :- YESBANK

UPI is :- vg6357309-1@oksbi

Gpay- 7289040223 gpay number

A

You will get a full refund before the end of the day you can trust me
on that 100%

Send me the confirmation receipt screenshot when it is done.
Thanks
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From Kumar Apurva + Urgent124@vodafone.de

To namanshah43@gmail.com
naman.shah@coolbootsmedia.com

Date Apr 22,2022, 9:41 AM

8 Standard encryption (TLS).
View security details

Hello Naman,

Are you available to get a task done promptly? | am available via
email

Thanks?

4\ Reply 4 Reply all > Forward
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Kumar Apurva 9:41AM
Hello Naman, Are you available to get a task done
promptly? | am available via email Thanks?

Naman Shah 9:48 AmM
Hello sir, Yes, | am available and will be happy to

help. What can | do? Regards

Kumar Apurva 10:02 AM -
“a o
tome v

| need you to help me make an emergency bank transfer of INR
30,000 via IMPS now.. I'll send you the account information for you
to process it. You'll get the full refund before the end of today , Can
you do it right away? It's urgent

Thank you

Yes, | can help
you.

Yes, | can. No, | can't.

4\ Reply 4 Reply all ~> Forward
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® This message seems dangerous
Similar messages were used to steal
people's personal information. Avoid
clicking links, downloading attachments,
or replying with personal information.

Hello Nikhil,

Are you available to get a task done promptly? | am
available via email

Thanks?

€ Reply < Reply all > Forward




image3.jpeg
R Ve, W Maps

® News @ Translate p MiniAppsLog... <

SamplesandL...

< Hello Analytic.

ﬂ Gmail

mpose

eting

Q  searchall conversations

SHl@o @

Kumar Apurva <Urgent
1o preetiravat711, me +

(=) les i (o) (@

4@vodafone de>

This message seems dangerous

Tl ¢

10:56 AM (23 minutes ago)

b - AR S

Similar messages were used to steal people's personal information. Avoid clicking links, downloadi

attachments, or replying with personal information.

Looks





